ORDIGINAL

Network Requirements
DMO, DPA/ DLA & Dragon Professional Subscription

1. DMO Requirements

These URLs need to be allow-listed for any Microsoft/Nuance-hosted DMO-Client,
region independent:

Trainings
https://eu.nuanceuniversity.com

Certificates
http://crl3.digicert.com/DigiCertGlobalG2TLSRSASHA2562020CA1-1.crl
http://crld.digicert.com/DigiCertGlobalG2TLSRSASHA2562020CA1-1.crl
http://ocsp.digicert.com

Special case: these only need

to be allow listed if customer is using a proxy with authentication
https://*.in.applicationinsights.azure.com
https://*js.monitor.azure.com

French Cloud

DMS
https://sas-fr.nuancehdp.com
https://sas-fr1.nuancehdp.com
https://sas-fr2.nuancehdp.com
NMS
https://nms-fr.nuancehdp.com
https://nms-fr1.nuancehdp.com
https://nms-fr2.nuancehdp.com
PMM
https://pmm-fr.nuancehdp.com
https://pmm-fr1.nuancehdp.com
https://pmm-fr2.nuancehdp.com
Unibox
https://dragon.fr.dmp.nuance.com

UK Cloud

DMS
https://sas-uk.nuancehdp.com
https://sas-uk2.nuancehdp.com
https://sas-uk3.nuancehdp.com
NMS
https://nms-uk.nuancehdp.com
https://nms-uk2.nuancehdp.com
https://nms-uk3.nuancehdp.com
PMM
https://pmm-uk.nuancehdp.com



https://eu.nuanceuniversity.com/
http://crl3.digicert.com/DigiCertGlobalG2TLSRSASHA2562020CA1-1.crl
http://crl4.digicert.com/DigiCertGlobalG2TLSRSASHA2562020CA1-1.crl
http://ocsp.digicert.com/
https://*.in.applicationinsights.azure.com/
https://*js.monitor.azure.com/
https://sas-fr.nuancehdp.com/
https://sas-fr1.nuancehdp.com/
https://sas-fr2.nuancehdp.com/
https://nms-fr.nuancehdp.com/
https://nms-fr1.nuancehdp.com/
https://nms-fr2.nuancehdp.com/
https://pmm-fr.nuancehdp.com/
https://pmm-fr1.nuancehdp.com/
https://pmm-fr2.nuancehdp.com/
https://dragon.fr.dmp.nuance.com/
https://sas-uk.nuancehdp.com/
https://sas-uk2.nuancehdp.com/
https://sas-uk3.nuancehdp.com/
https://nms-uk.nuancehdp.com/
https://nms-uk2.nuancehdp.com/
https://nms-uk3.nuancehdp.com/
https://pmm-uk.nuancehdp.com/
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https://pmm-uk2.nuancehdp.com
https://pmm-uk3.nuancehdp.com
Unibox
https://dragon.uk.dmp.nuance.com

German Cloud

DMS
https://sas-de.nuancehdp.com
https://sas-de1.nuancehdp.com
https://sas-de2.nuancehdp.com
NMS
https://nms-de.nuancehdp.com
https://nms-del1.nuancehdp.com
https://nms-de2.nuancehdp.com
PMM
https://pmm-de.nuancehdp.com
https://pmm-de1.nuancehdp.com
https://pmm-de2.nuancehdp.com
Unibox
https://dragon.de.dmp.nuance.com

Additional URLs for German Cloud

In some restrictive environments it could be necessary to add additional URLs to
the whitelist which are used in a second hop by the regular URLs:
cacerts.digicert.com

cr13.digicert.com

crl4.digicert.com

dragon.de.dmp.nuance.com
dragonmedicalone.nuance.com
eu.nuanceuniversity.com
gnnmslbpa.germanynorth.cloudapp.azure.com
gnnmslbpb.germanynorth.cloudapp.azure.com
gnnmslbpc.germanynorth.cloudapp.azure.com
gwnmslbpa.germanywestcentral.cloudapp.azure.com
gwnmslbpb.germanywestcentral.cloudapp.azure.com
gwnmslbpc.germanywestcentral.cloudapp.azure.com
nmc-de.nuancehdp.com

nmc-del.nuancehdp.com

nmc-de2.nuancehdp.com
nmc-hc-prod-us.nuancehdp.com
nmc-hc-production-germany.trafficmanager.net
nms-de.nuancehdp.com

nms-del.nuancehdp.com

nms-de2.nuancehdp.com
nms-germany-prod.trafficmanager.net
nms-germanynorth-prodc-1.nuancehdp.com
nms.nuancehdp.com

nsa.nuancehdp.com

ocsp.digicert.com



https://pmm-uk2.nuancehdp.com/
https://pmm-uk3.nuancehdp.com/
https://dragon.uk.dmp.nuance.com/
https://sas-de.nuancehdp.com/
https://sas-de1.nuancehdp.com/
https://sas-de2.nuancehdp.com/
https://nms-de.nuancehdp.com/
https://nms-de1.nuancehdp.com/
https://nms-de2.nuancehdp.com/
https://pmm-de.nuancehdp.com/
https://pmm-de1.nuancehdp.com/
https://pmm-de2.nuancehdp.com/
https://dragon.de.dmp.nuance.com/
https://cacerts.digicert.com/
https://cr13.diqicert.com/
https://cr14.digicert.com/
https://dragon.de.dmp.nuance.com/
https://dragonmedicalone.nuance.com/
https://eu.nuanceuniversity.com/
https://gnnmslbpa.germanynorth.cloudapp.azure.com/
https://gnnmslbpb.qermanynorth.cloudapp.azure.com/
https://gnnmslbpc.germanynorth.cloudapp.azure.com/
https://gwnmslbpa.germanywestcentral.cloudapp.azure.com/
https://gwnmslbpb.germanywestcentral.cloudapp.azure.com/
https://gwnmslbpc.germanywestcentral.cloudapp.azure.com/
https://nmc-de.nuancehdp.com/
https://nmc-del.nuancehdp.com/
https://nmc-de2.nuancehdp.com/
https://nmc-hc-prod-us.nuancehdp.com/
http://nmc-hc-production-germany.trafficmanager.net/
https://nms-de.nuancehdp.com/
https://nms-del.nuancehdp.com/
https://nms-de2.nuancehdp.com/
https://nms-germany-prod.trafficmanager.net/
https://nms-germanynorth-prodc-l.nuancehdp.com/
https://nms.nuancehdp.com/
https://nsa.nuancehdp.com/
https://ocsp.digicert.com/
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pmm-de.nuancehdp.com
pmm-de.trafficmanager.net
pmm-del.nuancehdp.com
pmm-de2.nuancehdp.com
pmm.nuancehdp.com
sas-beta.trafficmanager.net
sas-de.nuancehdp.com
sas-de.trafficmanager.net
sas-del.nuancehdp.com
sas-de2.nuancehdp.com
sas.nuancehdp.com
sasl.nuancehdp.com
waws-prod-fra-001.germanywestcentral.cloudapp.azure.com



https://pmm-de.nuancehdp.com/
https://pmm-de.traffcmanager.net/
https://pmm-del.nuancehdp.com/
https://pmm-de2.nuancehdp.com/
https://pmm.nuancehdp.com/
https://sas-beta.trafficmanager.net/
https://sas-de.nuancehdp.com/
https://sas-de.traffcmanager.net/
https://sas-del.nuancehdp.com/
https://sas-de2.nuancehdp.com/
https://sas.nuancehdp.com/
https://sasl.nuancehdp.com/
http://waws-prod-fra-001.germanywestcentral.cloudapp.azure.com/
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2. DPA/DLA Requirements

These URLs need to be allow-listed for any Microsoft/Nuance-hosted DMO-Client,
region independent:

Trainings
https://eu.nuanceuniversity.com

Certificates
http://crl3.digicert.com/DigiCertGlobalG2TLSRSASHA2562020CA1-1.crl
http://crld.digicert.com/DigiCertGlobalG2TLSRSASHA2562020CA1-1.crl
http://ocsp.digicert.com

Special case: these only need

to be allow listed if customer is using a proxy with authentication
https://*.in.applicationinsights.azure.com
https://*js.monitor.azure.com

French Cloud

DMS
https://sas-fr.nuancehdp.com
https://sas-fr1.nuancehdp.com
https://sas-fr2.nuancehdp.com
NMS
https://nms-fr.nuancehdp.com
https://nms-fr1.nuancehdp.com
https://nms-fr2.nuancehdp.com

UK Cloud

DMS
https://sas-uk.nuancehdp.com
https://sas-uk2.nuancehdp.com
https://sas-uk3.nuancehdp.com
NMS
https://nms-uk.nuancehdp.com
https://nms-uk2.nuancehdp.com
https://nms-uk3.nuancehdp.com

German Cloud

DMS
https://sas-de.nuancehdp.com
https://sas-de1.nuancehdp.com
https://sas-de2.nuancehdp.com
NMS
https://nms-de.nuancehdp.com
https://nms-del.nuancehdp.com
https://nms-de2.nuancehdp.com



https://eu.nuanceuniversity.com/
http://crl3.digicert.com/DigiCertGlobalG2TLSRSASHA2562020CA1-1.crl
http://crl4.digicert.com/DigiCertGlobalG2TLSRSASHA2562020CA1-1.crl
http://ocsp.digicert.com/
https://*.in.applicationinsights.azure.com/
https://*js.monitor.azure.com/
https://sas-fr.nuancehdp.com/
https://sas-fr1.nuancehdp.com/
https://sas-fr2.nuancehdp.com/
https://nms-fr.nuancehdp.com/
https://nms-fr1.nuancehdp.com/
https://nms-fr2.nuancehdp.com/
https://sas-uk.nuancehdp.com/
https://sas-uk2.nuancehdp.com/
https://sas-uk3.nuancehdp.com/
https://nms-uk.nuancehdp.com/
https://nms-uk2.nuancehdp.com/
https://nms-uk3.nuancehdp.com/
https://sas-de.nuancehdp.com/
https://sas-de1.nuancehdp.com/
https://sas-de2.nuancehdp.com/
https://nms-de.nuancehdp.com/
https://nms-de1.nuancehdp.com/
https://nms-de2.nuancehdp.com/
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3. Dragon Professional Subscription

French Cloud

NMS
https://nms-fr.nuancehdp.com
https://nms-fr1.nuancehdp.com
https://nms-fr2.nuancehdp.com

UK Cloud

NMS
https://nms-uk.nuancehdp.com
https://nms-uk2.nuancehdp.com
https://nms-uk3.nuancehdp.com

German Cloud

NMS
https://nms-de.nuancehdp.com
https://nms-de1.nuancehdp.com
https://nms-de2.nuancehdp.com



https://nms-fr.nuancehdp.com/
https://nms-fr1.nuancehdp.com/
https://nms-fr2.nuancehdp.com/
https://nms-uk.nuancehdp.com/
https://nms-uk2.nuancehdp.com/
https://nms-uk3.nuancehdp.com/
https://nms-de.nuancehdp.com/
https://nms-de1.nuancehdp.com/
https://nms-de2.nuancehdp.com/

